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Welcome admin . Ring Redundancy

> {f HPSTH 1 5% Proneta®ff, AC B SCALANCE -
XB208 (A) HITPHBHE S 192, 168.0.12 / 24, $5 | eomaen 0150 E

fit B T 33 5C HeHLSCALANCE XB208 (A) Hi o
vL?f:niguratiun Ring Ports: P05 (] PO8[v]
»00S [Set Values | [ Refresh]|
> FIOFRIN A, 5 HbbA= o 192, 168. 0. 12, e
TN P S S, 3E NSCALANCE XB208 M .

Aging

E ?Ii ﬁ g glel:jgll.l ndancy
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 JiMEEZ NGV S =t

> T “Layer 2”7 FHJ “Ring Redundancy”
A R iktEZ) | ;

> ¥ “Ring Redundancy”

> £ “Ring Redundancy Mode” W | 4%l 3K ik
& “HRP Client” ;

> “Ring Ports” #EHEP0. 5F1PO. 8,
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(SCALANCE XM408-8C)

Welcome admin

Logout
» Information
» System

wLayer 2
» Configuration
» Q0S5
» Rate Control
rWLAN
» Mirroring

r Dynamic MAC
Aging

»Ring
Redundancy

Ring Redundancy

Ring | Standby

Ring Redundancy
Ring Redundancy Mode: HRP Client
Ring Ports: P0.5[V]

P0.8[v|

[ Set Values || Refresh|

> [RIEEEXB208B
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> IR E KRS, = DIZHYLERIA R

> LG A LAE 2

(1) XMAOSHIRMFE 7~ AT 5 5%

(2) XM408F)H M Ring Port 4FISXT M
BT — MR (aap8) , —AME
N CTP4) A% DA 15 . )T TH 2k
PEALT “RET RS (BRI AED
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> J4S7 1200 (A) E5SCALANCE XB208 (A) &,

> I TV PAK I 2214 SCALANCE  XM408-5 223575 18 Atk
) BT NLIERS

SCALANCE SCALANCE &
XB208(A) XB208(B)

E S7 1200 (A)
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5.Tc %R 1B 3508

‘jbﬁ-fﬂ]l« 'fg ]

v e ) (S b, Ak 7%
> [EIEH el E EE EAGK Mk BAR TRE RARIHA RHHA
. DD D = T
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&5 =MIR—2.4GHz{EE

HF—PMEELHMHz, (B—1 518 522MHz

1 2 3 4 5 6 7 8 9 10 1 12 13

2400 2412 2437 2462 2472 2484

MZE(MHz)

> 2. AGHz BB BN T 22MHz, & — M5 18 20 3 5MHZ 1X it B Wk 5 B AH
AR AMEIE A 1 TMHZ AR S
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5745 ’ 5765 5785 5805 5825

% (MHz)

> S5GHzE/ME 5 20MHz, & — M= 18 35 3E5MHz



5.Tc %18 3518

\ 4

=L

1
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1/NSCALANCE XM408-8C
1/SCALANCE XB208
1/~SCALANCE W734 RJ45
1/~SCALANCE W774 RJ45
14MS7-1200
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5. 7o %k BT 306
& HPSTEARC EREREY Pt

> J4SCALANCE XM408 P33 H 5 SCALANCE W774 ) DA
K X g 11 AH I

> J4SCALANCE W734F£) DL K ™ i I 5 SCALANCE  XB208
[RIP5 ¥ [ AH 1%

> J4SCALANCE XB208 P13 1 5S7 1200 [ LA M i
1 AH %

SCALANCE
XM408

\P b3k 192.168. 0. 31 192. 168. 0. 32
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O ficiE Tl M s—T sz A = AP

BERAPESR
I B N

il Lyt LEEE 50 250 o
SEE EFESSIDI IR
ERFLE

Basic | Advanced ]Antennas [ A Channels | 802.11n |AP]AP WDS ]Apmﬂamg Rates | AP 802.11n mus[smuum Anﬂner_

Connector m.tgnnaﬁdnz.-‘lﬁtz wm&uﬂz Cable Length [m] WM e
R1 A1 ANTT95-4MA y|3 5 0 0 RXTX  [v]
R1A2 795-4MA |3 5 0 0 RXUTX  [v]

[Set Values][Refresh]
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5. 7cZ% BT L8
&l E T M —TLixz A = AP

- = 1 2B SSID
0B KL EXEBE]
i e RE{EE =FSSIDS &

Basic Mvancedlmunm[ C 802.11n IAP] S]AP&OZ.‘I‘!M RoteslAP 802.11n Rates [ Spectrum Analyzer

Country Code: China vl

Device Mode: AP v
Radio Radio Mode F Band WLAN Mode 2.4 GHz WLAN Mode 5 GHz DFS (802.11h) Outdoor Mode max. Tx Power Tx Power Check
WLAN 1 v AP 2.4GHz [v]802.11n [v] 80211 n V] B ] 17d8m v Aliowed

Warning: The device may not be permitted for use in countries denoted by a *** character.

Please check the following website for more detailed information:
hitp:/Amww.siemens.com/wireless-approvals

[SeWaMes"Retoshl
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N~ \ |=\—|
5.7C %% 18 11 3L 5%
& fLiE Tl MR —Tzm A\ 2 AP
E NAPET
iR E
BEIE :
BRARE

Basic | Advanced | Antennas | Allowed Channels | 802.11n | AP| AP WDS | AP 802.11a/big Rates | AP 802.11n Rates |

RESSID
JEFRSSID #

MEPN57

Radio ﬁﬂ.lluwedcnanneis
WLAN 1 O
Frequency Band: 2.4 GHz
[/ Select / Deselect all
Radio RadioMode 1 2 3 4 50 6 7 8 9 10 11 12 13
WLAN1 AP VMMMVMMMMMMANMMBMAEM

Frequency Band: 5 GHz
[+ Select / Deselect all
Radio Radio Mode 149 153 157 161 165
WLAN1 AP O 0O 0 00

[Set Values| [Refresh|
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) Ji =

I TN R — T N = AP

RE NAPE I
ML ks =o=
. IR BN . T 5 = D
i B REL = IRE(SE ==
BESE =ASSIDS
BRX%
Basic | Advanced [Antennas l Allowed Channels l 802.11n ]AP IAP WDS 802.11a/blg Rate.'._] AP 802. sTSpectrum Analyzer.
Radio Channel Alternative DFS Chz HT Channel Width [MHz
WLAN1  Auto v]- (v] 20 v

Radio Available Channels
WLAN1 123,456,78910,11,12113

Radio Port SSID

WLAN1 VAP 1.1 Siemens Wireless 1

WLAN1 VAP12 []  Siemens Wireless Network 1.2
WLAN1 VAP13 [[]  siemens Wireless Network 1.3
WLAN1 VAP 14 [T]  Siemens Wireless Network 1.4

Warning: The approval process may not be finished in current country for channels denoted by a ™ character.

Please check the following website for more detailed information:
hitp:/Awwnv.siemens.com/wireless-approvals

Set Values

vl
v

Broadcast SSID WDS only WDS ID

O
O
U
O
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& I Tl I E FIHAC

WENAPEL,
12 1B S : 12 &ESSID
= Bl QEREE ke
EEIE EASSIDI &
ERAL

Basic | Advanced ]Antennas [ A Channels | 802.11n IAP]AP WDS ]Apauz.ﬂamrg Rates | AP 802.11n mus[smuum Anumr_

Antenna Gain 2.4 GHz Antenna Gain 5 GHz Additicnal

Aftenuation
Connector . (48] [dBi] Cable Length [m] [dB] Anmtenna Hndn
R1A1 ANTT95-4MA 3 5 0 0 RXTX (v
R1 A2 T95-AMA |3 5 0 0 RXITX, [v]

[Set Values][Refresh]
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& ficiE T B R—E = FinAC

& HClientig =
BERXEZ \ wESSID
IREINER B RASSID/ #%
QEIE

Basic[mnoedlmmas] Alic

Country Code:  China

Device Mode. | Client

Radio  Enabled RadioMode FrequencyBand  WLAN Mode 2.4 GHz m.muodoscl-t DFS (802.11h) Outdoor Mode max'TxPower TxPower Check
WLAN 1 v Client 24 GHz v 180211n v |{80211n } 17 dBm v | Allowed

Waming: The device may not be permitted for use in countries denoted by a ™ character.

Please check the following website for more detailed information:
hitp:/www siemens.comiwireless-approvals

[SeiValues | [Refresh]
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REAAPESR

: KBS : 1w ESSID

RER = . =
REE EFISSIDS &

ERXL%

Basic ]Advanced ]Antennas ] Allowed Channels ] 802.11n ] Client] Signal Recorde

Radio Use Allowed Channels only
WLAN 1

Frequency Band: 2.4 GHz
v Select/Deselect all

Radio RadioMode 1 2 3 4 5 6°7 8 9 10 11 12 13
WLAN1  Client R T T B I R = L R

Frequency Band: 5 GHz
v Select/Deselect all

Radio Radio Mode 149 153 157 161 165
WLAN 1 Client

[Set Values || Refresh |
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FimAC
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RESE

d
iH
_

BB
BERXE%

Basic | Advanced {Anlsnnas IAIlowed Channels ] 802.11n I Client rsunal er
Radio MAC Mode MAC AnySSID  Roaming
WLAN1 | Automatic v | 00; ~00-00-00 v me
Radio Scan Channel
WLAN 1 12345 .19.10,11,12.13
Enabled SSID
v WLAN 1 Siemens Wireless 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1

A ARy 4

old Background Scan Mode Background Scan Interval [ms]
v llidle v | 5000

Security
Context 1
Context 1
Context 1
Context 1
Context 1
Context 1

Context 1

I 4 4 4 4 4 4«4 «

Warning: The approval process may not be finished in current country for channels denoted by a " character.

Please check the following website for more detailed information:
hitp:/Imww.siemens.comiwireless-approvals

SetValues | [Refresh
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O EBERTAEPLC

& WibinE A peaE (I eENE |

> AHEFARBFEEFRITIRS LRAEAS & S R

SERGHIESS W a8 omil
M e[ N

4 103 ~
& 102 =
101
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oN4mo10_1 11 bo_1 0.1
> fE CREMFER PR EmITRSrm B L
- AL T ZBIT_T 13
(ERR — Sl oy
-nr}. 118 100810
H5(_= 119 101.2..70
S H5C_5 120 1016.10_.
> {EPLCHY “JRiE” SrEhECE IP Hbht oy — e
Pulse_2 133 100270

%l:l? M%E‘HJ m = F%' | ¢| Fulse 3 - ] 34 | 1004 hE
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> EEEEA “TIEM” A, B “CPU 1214C7 FAAEEMIRGE M) FIiF 2] “PLC A2=” , {£ “PLCAY
=7 PFmHd, XWEHEITH “BRANTER” . £ “BRANTER” FInNFEERAR DI. DO. AI. A0 &,
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> R AR 7, AEEAFEWERS: 4 A DI AEEHN FALSE, HEERITIRIRE—E,

=

[ TR U 1 I O

HilEE
E=% )
1 DI_D
<4 DI_1
41 DI_2
41 DI_3

<Hehn

fimen it
Boaol %100
Bool Sel0.1
Boal %02
Boal EIRE

ang |oAraE

4% TEH.

N0 0E

B

JEEEE

= REaEE |
=
~ miE EE
[3 FaLSE
[ FaLSE
[3 FALSE
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B

B RRAE

AlM

L8

n
—a

W] TRUE

TRUE
[ FALSE
[3] FALSE

L SEERR LRI
> BRSO 1 AR 2 4T, ATUUE RN ER P AR E DI_0 5 DI_1 WMEIYN TRUE, 40
P o
a TE
¥ & B [T
BilTEE
EW Ffmze Ay it % JEH.

1 @D Bool [1)] %i0.0 - vl
2 4@ D1 Boal %101 v
3 @Dz Bool %102 I~
4  @o3 Bool %I10.3 I~
5 <h0= v

HEOEE

> Ui BH LB RS B8 42 “PLC—~XB208—W734—W774—XM408— FAiHL” ilit, HEREALH 1ER .
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6.B KSR

db B35
‘ R%D]«/\
> B KIEFR I — Mo B RN B R S5 S, A8 PN S5 AT AR5 ) 2 TA]
LHME AL 2 8@ E— DMK (Security Gateway) , M
RS AR X 50 52 3R FH P AR N @
 Je— A
[ —— Firewall

> Bk ESEE AN g e Eh TR EEAEE, RSN, ARG @
LAN
®

> BKERRRIT T Mg R — MBS 5 — A WEB IXFERES B IR — A
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OISR
> 1/MSCALANCE S615
> 1/~SCALANCE XM408-8C
> 1/MSCALANCE XB208
> 2/NS7 1200 PLC pu
> 28T EML ‘ (‘ﬁ’;
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OLIEAR
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SCALANCE | B &
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Net work1:

10.10.0.1

* B
e I

IP 10.10.0.1 192.168.2.1 $615

N EE RS

T 255.255.255.0 255.255.255.0 - >

I T T

BNV E PR G 10. 10. 0. 100 255. 255.255.0  10.10.0.1

SCALANCE
XM408-8C

PRSI 192, 168. 2. 100 255. 255.255.0 192, 168. 2. 1 S &
/ A
S7 1200 (A)  192.168.2.11 255.255.255.0 192.168.2. 1 o | |
\ / \ /
S7 1200 (B)  192.168.2.12 255.255.255.0 192.168.2. 1 NI i
> SCALANCE XMA0S57/MXB208 7S 2 B it (L .« \ Net work2:

192.168.2.1
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THBE i 77 K 4

welcome admin  \firtual Local Area Ne k (VLAN) General
Laogout
General | Port Based VLAN
HWizards
¢ Information Base Bridge Mode: | 302,10 WLAN Bridge
WLAM ID:
FSystem
Select VLAMID Mame Status P2 F3 P4 P5
kinterfaces o] (1 [T Static L L L =
[ | 2 EXT Static - - - - L
=L ayer 2 )
2 entries.
FVLAN
+Dynamic MAC |Create || Delete || 5ot values || Refresh]|
Aging
HLLOP
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Welcome admin

Logout
rWizards
rInformation
F System
kInterfaces

L ayer 2
FWLAN

¥ Dynamic MAC
Aging

FLLOP

FlLayer 3

Port Based Virtual Local Area Network (VLAN) Configuration

Generall Port Ba VLAMN

Priari Paort VD Acceptable Frames
All ports Mo Change Mo Change ¥ || Mo Change
Port Pricrity Port VD Acceptable Frames
F1 ] WLAMA v |l
P2 o WLAMA v |
Fa o WLAMA v |
F4 o WLAMA v |
F& o WLAMZ v |l
| Set Valued]| | Refresh |

Ingress Filtering
Mo Change

Ingress Filtering
%
%
%
%
%

Copy to Table

ll|

Copy to Table
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RIAVLAN |
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Welcome admin

Logout

wiWizards
rInformation
FSystem
vInterfaces
FlLayer 2

~Layer 3
» Static Routes
» Subnets
kAT

F3ecurity

Connected Sulhnets Configuration

Overview | Configuration

Interface (Name):

Interface Mame:
MAC Address:

vlanz (ExXT)
EXT

00-1b-1b-e7-2d-4e
DHCP

> SRR BCE

IP Address:
Subnet Mask:
Broadcast IP Address:

10.10.0.1
£55.255.255.0
10.10.0.255

Address Type:

[Setvalues |[Refresh]|

Primary
TIA Interface
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Welcome admin Connected Subnets Configuration

Logout

» Wizards

* Information
» System
»interfaces
»Layer 2

vl ayer3
» Static Routes
» Subnets
» NAT

» Security

Overvlew] Configuration

Interface (Name)

Interface Name

vian1 (INT)
INT

MAC Address

00-1b-1b-27-20-4e
DHCP

> AWRIMKBE

IP Address
Subnet Mask

Broadcast IP Address

192.168.2.1
255.255.255.0
192.168.2.255

Address Type

|Setvalues || Refresh |

Primary
< TIA Interface
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Fic L7 K B

RIAVLAN | > TIEE

Welcome admin

Logout

Firewall General

HWizards
»Information
FSystem
»interfaces

kL ayer 2
rlLayer 3

wSecurity
rUsers
rPasswaords
»Certificates
+Firewall
FIPsec VPN

General | Predefined IP1.r4| IP Services  ICMP ices | IP Protooolsl IP Ru Iesl

#| Activate Firewall

TCP Idle Timeout [s]. gb4Uu
UDP Idle Timeout [s]: 300
ICMP Idle Timeout [s]: 300

ey
[Set Values |Refresh]
|

> PE B KR T AE
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6.5 K5 S0

& RBECE

RIAVIAN | > FRARE | WL 28 S

General Predefined IP1.r4| P Sewicesl ICMP Services | IP Protocols | IP Rules

IP Version: | |Py4 v

Select Protocol Action From To Source (Range) Destination (Range) Senvice
Ll IPvd Accept Y |vian1(INT) ¥ ||vian2 (ExT) v [0.0.0.0/0 0.0.0.0/0 all v
L IPva Accept Y |vlan2 (EXT) ¥ !\vlan1(INT) ¥} 10.10.0.100 192.168.2.100 all v
2 entries.

|Create || Delete|| 52t Values || Refresh |

> fE “IP Rules” TUZZ NNINIPREVEMN, A KR~ . HAE - MNER: AN HE—EL
A PAVT R AR AT — L. 88 2 N 7s: ZEAN U5 Il 3 I 5 [e), AR A R TP Ak oy
10. 10. 0. 10089 FENLEEE V7 ] AW, HACA] LAy [a] ) 9 TP 24192, 168. 2. 100 EA .
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P1-P4HAT— i I i Fe . XMA08HAth i 1. XB208 s I AT =i FH o

MV B3 R S

SCALANCE
S615

o ~
B SCALANCE \
XB208 N\

_ SCALANCE
,7 " xB208

/

[ TzmwaA |
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6.p5 M IT SIS

gy

& EESTH, WIFSCIRAE

> MR —: P AR — AR BLVG 1) A Y AR — AL
PR “ A= A PSR 227 ENLIPHBHE 192, 168. 2. 100, AMW “AF R 24”7 EHLIPHLHEAN10. 10. 0. 100;

B AP IR ARG AR 7 ENLIPHAME G 4192, 168. 2. 101 ;
AR “APE T RS ENLIPHLEE &N 10. 10. 0. 101,

> MR AEAMYT I T ], AR ER R TPHEE S 10. 10. 0. LOO = HLEERS U [nl N I, ELAX AT BAT ) P X TPHb ik

9192, 168. 2. 100f EHL .
PR A RS 9 R HLIPHLAE 192, 168, 2. 100, AMRT “ Al EFH RS EHLIPHEAEA10. 10. 0. 100;

KA “ AP 247 ENLIPHLEEE N 10. 10. 0. 101;
AN “ANVEFE R G FENLIPHIAE 10, 10. 0. 100, FA M “Ar=RERS 2”7 FEVLIPHBHMZSON192. 168. 2. 101 ;

AR “ARNVE R R G ” FENLIPHAE 410, 10. 0. 100, pingh M H T ZHuAHST 1200,
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